Abstract-Chaos synchronization and generalized chaos synchronization (GCS) are of essential importance for many physical, circuit, biological, and engineering systems. This paper introduces the definitions of generalized stability (GST) in bidirectional discrete and differentiable systems, which are the extensions for the definitions of chaos generalized synchronization of corresponding bidirectional discrete and differentiable chaos systems. Two constructive generalized stability (GST) theorems for bidirectional discrete systems and bidirectional differential equations (BDS and BDE) are introduced, which give general representations for GST BDS and GST BDE. Using the two theorems, one can easily construct new chaos systems to make the system variables be in GST. Two 8-dimensional GST systems are presented to illustrate the effectiveness of the theoretical results. By combining the 8-dimensional systems with the GCS theorem, two 12-dimensional GCS systems are designed. Numerical simulations verify the chaotic dynamics of such discrete systems and differential equations. Using the two 12-dimensional GCS systems designs two chaotic pseudorandom number generators (CPRNGs). The FIPS 140-2/SP800-22 test suite are used to test the randomness of the four 1,000/100 key-streams consisting of 20,000 bits generated by our CPRNGs, the RC4 algorithm, the ZUC algorithm, respectively. The results show that the randomness performances of our CPRNGs are promising. In addition, theoretically the key space of the each CPRNG is larger than 2 1196 .
I. INTRODUCTION
Chaos was first formally introduced into mathematics in connection with an interval map by Li and Yorke in 1975 [1] . Chaotic dynamics are intrinsically sensitive to initial conditions, as well as system parameters, with random-like unpredictable long-term behaviors [2] , [3] .
The problem of chaotic synchronization was first studied by Yamada and Fujisaka in 1983 [4] , then studied by Afraimovich et al. in 1986 [5] . Since the pioneering work by Pecora and Carroll in 1990 [6] , now commonly termed the Pecora-Carroll method, much attention has been devoted to research on chaos synchronization. Chaos synchronization is of essential importance for much synchronization is of essential importance for many physical, circuits, biological and engineering systems ( [7] - [12] ). Chaos synchronization Manuscript received June 1, 2015; revised August 11, 2015 . This work was supported in part by the National Natural Science Foundations of China (Grant Nos. 61074192, 61170037) The authors are with the School of Mathematics and Physics, University of Science and Technology Beijing, Beijing 100083, PR China (e-mail: yangxiuping_1990@163.com, minlequan@sina.com, Zhangmei_math@163.com).
systems may provide new tools in cryptography and communication fields ([13] - [18] ). Along this line of thoughts, we recently studied in-depth a generalized chaos synchronization (GCS) scheme [19] (see also [13] , [20] - [22] ).
First, this paper introduces the definitions of generalized stability (GST) in bidirectional discrete and differentiable chaos system, which are extensions the definitions of chaos generalized synchronization for corresponding bidirectional discrete and differentiable chaos systems. Second, this study sets up two constructive GST theorems for bidirectional discrete systems and differential equations. Two numerical simulations aim our theoretical results. Third, using two 12-dimensional GCS systems designs two CPRNGs. The FIPS 140-2 test suite and SP800-22 test suite are used to test the randomness of the two CPRNGs, the RC4 algorithm and the ZUC [23] algorithm.
The rest of this paper is organized as follows. Section II introduces the definition and the theorem on GST for BDS. Section III proposes the definition and the theorem on GST for BDE. Section IV presents one 12-dimensional GCS discrete system, and one 12-dimensional GCS continuous system, simulates the dynamic behaviors of these systems. Section V designs two CPRNGs, and implements and compares the randomness tests for the two CPRNGs and the RC4 algorithm and the ZUC algorithm. Finally, some concluding remarks are given in Section VI.
II. GS THEOREM FOR BIDIRECTIONAL DISCRETE SYSTEMS
In this section, motivated by the bidirectional discrete generalized chaotic synchronization (GCS) (for example see [24] and [25] ), this study introduces the following: Definition 1: Consider two systems ( 1) ( ( ), ( )),
( 1)
If there exists a transformation
and for 0   there exists 12 0, 0
and all trajectories of (1) and (2) satisfy.
Then the systems in (1) and (2) are said to be in GST with respect to the transformation H .
If the two systems (1) and (2) G Y X given in (2) has the following form: 
Therefore, two dynamic systems (1) and (2) are in GST via the transformations H if, and only if, the function ( , ) m q X Y makes the trajectory in (9) tends to zero solution stably. This completes the proof. Remark 1. Theorem 1 is constructive. It provides a general approach to construct bidirectional discrete generalized stability systems.
III. GST THEOREM FOR BIDIRECTIONAL DIFFERENTIAL SYSTEMS
Motivated by GCS of differential systems ( [24] and [25] ), this paper introduces the following Definition 2: Consider two systems
and all trajectories of (1) and (2) satisfy given by (16) . Then the driven system function ( , ) G Y X in (11) has the following form: 
The function 
= ( ) ( , ) ( , ).
Therefore two dynamic systems (10) and (11) 
IV. NOVEL CHAOTIC SYSTEMS BASED GST THEOREMS

A. Discrete GST Systems
This subsection presents an 8-dimensional bidirectional discrete chaotic map (8DBDCM) with the GST property, and designs a 12-dimensional discrete chaotic map (12DDCM) based on the GCS theorem and the 8DBDCM, which is the driving system of the 12DDCM.
Step (1): Introduce the 8DBDCM. The first part of the 8DBDCM is in the following form: ( 1) 
and define the transformation
The following Theorem guarantees error equation (9) (23) is zero stable. By Theorem 1, we can select the second part of the 8DBDCM to have the form: ( 1)
Moreover, choose the initial conditions as follows: x x x , (b)
and (f) 6 7 8
x x x .
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The calculated Lyapunov exponents of chaotic systems (20) and (25) are {0.00431, 0.00012, 0, 0, -0.02398, -1.6095, -1.6095, -2.3022}. This means that systems (20) and (25) 
Step 2. Introduce a driven system via the 8DBDCM. An invertible matrix C is constructed as follows: 
Design a transformation 44 : H R R  as follows:
Select the driven system has the form: ( 1)
( ( 1) ( ( 1)) ( 1) = ( , ).
be asymptotically stable. From Theorem 1 in [14] which in a special case of Theorem 1 proposed in section II, it follows that systems (20) and (25) as well as system (31) are GS with respect to the transformation H . Therefore, one can construct a 12DDCM with the GS property. Moreover, choose (26), (27) and (33) as initial conditions, and choose (33) as follows:
The chaotic trajectories of the state variables 
B. Differential GST Systems
This subsection presents an 8-dimensional bidirectional continuous chaotic map (8DBCCM) with the GST property, and designs a 12-dimensional continuous chaotic map (12DCCM) based on the GCS theorem and the 8DBCCM, which is the driving system of the 12DCCM.
Step (1): Introduce the 8DBCCM, which is the driving system of the 12DCCM.
The driving system of the 8DBCCM is in the following form: 
with the transformation 4 4 : H R R  defined as follows: V e e e e     (37) is zero stable. Then by Theorem 2, the driven system has the form
Then
Moreover, choose the initial conditions (41) and (42) x x x , (c) 3 4 5 x x x , (d) 456
x x x , (e) 5 6 7 x x x , and (f) 6 7 8
x x x . 
The chaotic trajectories of the state variables 1 2 3 4 , , , x x x x , 5 6 7 , , , x x x and 8 x for the first 20000 iterations are shown in Step 2. Introduce a driven system via the 8DBCCM. An invertible matrix B is constructed as follows: Select the driven system has follows: ( 1) 
( ( ), ( ), ( ), ( )) .
T h X h X h X h X
A. Pseudorandom Number Generator
In this section two chaotic psuedorandom number generators (CPRNGs) are designed. The CPRNG1 and CPRNG2 are based on the first discrete system and the differential system in section IV, respectively. Denote 
T T T  (56)
Now we can design a CPRNG based on the transformations (51)-(56) and systems (20) and (31) or systems (34) and (44).
is the key stream generated via the CPRNG1.
is the key stream generated via the CPRNG2. The seeds of the CPRNGs are the initial conditions of the GST systems, which can be chosen via random number generators. Therefore the output key streams of the CPRNGs can be obtained via the transformation (56) acting on the chaotic streams of the GST systems (20) and (31) Table I .
According to Golomb's three postulates on the randomness that ideal pseudorandom sequences should satisfy [29] , the ideal values of the first three tests should be those listed in the 4th column in Table I . Here, SD represents the standard Diviation. k represents the length of the run.
The NIST SP800-22 Test Suite [30] consists of 15 statistical tests (see the first column of Table I ), which were set for testing the randomness of binary sequences produced by hardware or software-based cryptographic random or pseudorandom number generators [30] . Each statistical test is formulated to test a specific null hypothesis 0 H : the sequence being tested is random. A significance level (  ) can be chosen for the tests. If P value   , then the null hypothesis is accepted; i.e., the sequence is considered to be random.
Typically,  is chosen in the range [0.001, 0.01]. The NIST SP800-22 test suite is more strictly than the FIPS140-2 test suite, NIST; namely, a binary sequence that can pass all tests of FIPS140-2 test suite may not pass all tests in the NIST SP800-22 test suite.
The FIPS 140-2 / SP800-22 test is used to check 1,000 / 100 keystreams, which are randomly generated by CPRNG1 with perturbed randomly initial conditions (26) , (33) and the parameters of matrix (28) Tables II, III, and IV. For CPRNG1, there is no sequence failing to pass the FIPS 140-2 test, and there are 12 sequences failing to pass the G FIPS 140-2 test. The statistic test results are listed in the 3th column in Table II . And for CPRNG2, there is no sequence failing to pass the FIPS 140-2 test, and there are 15 sequences failing to pass the G FIPS 140-2 test. The statistic test results are listed in the 4th column of Table II. In Table II the statistic results of the Pork test and the Long Run test are described by mean values  standard deviation (Mean  SD). The SP800-22 tested results for CPRNG1 and CPRNG2 are shown in the 2th and 3th columns of Tables III and IV. ZUC is a stream cipher that forms the heart of the third generation partnership project (3GPP) confidentiality algorithm 128-EEA3 and the 3GPP integrity algorithm 128-EIA3. Using FIPS 140-2 test tests the 1,000 keystreams randomly generated by the ZUC algorithm program (see International Journal of Modeling and Optimization, Vol. 5, No. 4, August 2015 Appendix A in [23] ). Results show that the 1000 sequences all passed the FIPS 140-2 test criterions, and there are 21 sequences failing to pass the G F140-2 test criterions. The statistic test results are listed in the 6th column in Table II. And using the SP800-22 test tests the 100 keystreams randomly generated by the ZUC suite algorithm. The tested results are shown in the 5th column of Tables III and IV. Table II . And using the NIST SP800-22 test tests the 100 keystreams randomly generated by the ZUC algorithm. The tested results are shown in the 4th column of Tables III and IV. Observe the statistical properties of the pseudorandomness of the sequences generated via the CPRNG1, CPRNG2, RC4 algorithm, and the ZUC algorithm, it follows that the statistical properties of the pseudorandomness of the two CPRNGs are promising.
C. Key Space
The key set parameters of CPRNG1 includes the initial conditions (26) and (33) Rs  generated by the perturbed key set (60) from our two CPRNGs, respectively.
Comparing the results that are shown in the second row in Table III, and Table IV 
VI. CONCLUDING REMARKS
This study introduces the definitions of GST in bidirectional discrete and differential systems and proposes two constructive GST theorems. They describe the general forms of bidirectional discrete systems or differential equations which are in GST with respect to some given transformations.
Two new 8-dimensional bidirectional GST systems are introduced, and designs two 12-dimensional generalized chaos synchronization (GCS) systems based on the 8-dimensional bidirectional GST systems and the GCS theorem. Numerical simulations suggest that their trajectories display chaotic attractor characteristics.
Two CPRNGs are constructed based on the 12-dimensional GCS systems. Comparing the results of the FIPS 140-2 test and the SP800-22 test for the keystreams generated via the CPRNG1, CPRNG2, the RC4 algorithm and the ZUC algorithm shows that the randomness of the sequences generated via our two CPRNGs are promising. The simulations suggest that the key space of each CPRNG is larger than 1196 2 . The key space is large enough to against brute-force attacks.
In summary, the GST theorems may describe dynamic behaviors of wider nature phenomena than chaos synchronization (CS) and generalized chaos synchronization (GCS), and provide new tools for various purposes. And the two GST theorems make us be able to design CPRNGs with large key space. Research along this line is promising.
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